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System Architecture

® Cloud-native
* Auto-scaling
* No upgrades
* No patches

@ Authentication Methods

Azure AD

Google Workspace
Microsoft AD
OKTA

OpenLDAP

@ Authorization Policies

Privilege levels
Session timeout value
Autocommands
Allowed services
Custom attributes

@ Accounting Records

User identities

Start / stop times
Executed commands
Packet transfers
US-ACII strings

@ Compatibility

e Aruba

» Cisco

o Extreme

o Juniper

e ..and many more

@ Integrations

e SIEM
e RESTful API
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Integrations & Compatibility

DIRECTORY SERVICES Azure AD, Google Workspace, Microsoft AD, OKTA

AlienVault, DataDog, LogicMonitor, NewRelic, Splunk, Suma Logic
...and many more.

Note: Portnox CLEAR can integrate with as many SIEM services as needed.

Allied Telesis, Arista Networks, Aruba Networks, Avaya, Brocade
Communications Systems, Cerago Networks, Cisco, D-Link, Dell, Enterasys
Networks, Extreme Networks, HP, Juniper Networks, Motorola, Netgear,
Proxim, Rad Group, Telco Systems, Xirrus, ZyXEL...and many more.

NETWORKING HARDWARE

TRY PORTNOX TACACS+ FOR FREE!
For up to 1admin & 100 devices

Sign up today at www.portnox.com/tacacs


https://en-academic.com/dic.nsf/enwiki/4729217
https://en-academic.com/dic.nsf/enwiki/184558
https://en-academic.com/dic.nsf/enwiki/1060905
https://en-academic.com/dic.nsf/enwiki/513049
https://en-academic.com/dic.nsf/enwiki/62388
https://en-academic.com/dic.nsf/enwiki/431313
https://en-academic.com/dic.nsf/enwiki/2150240
https://en-academic.com/dic.nsf/enwiki/358742
https://en-academic.com/dic.nsf/enwiki/599586
https://en-academic.com/dic.nsf/enwiki/3588197
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Available Packages

PORTNOX TACACS+-AS-A-SERV

starting at §

FREE starting at $0

admin / 100 device maximum

AVAILABLE FEATURES
Authentication Services Authorization Services Accounting Services
Azure AD Privilege Levels User Identities
Google Workspace Session Timeouts Start / Stop Times
Microsoft AD Command Restrictions Executed Commands
OKTA Allowed Services Packet Transfers
OpenlLDAP Custom Attributes =
ONBOARDING & SUPPORT ONBOARDING & SUPPORT
Knowledge Base Access Advanced Onboarding Services

= Professional Level Support

About Portnox

Portnox offers cloud-native network and endpoint security essentials that enable agile, resource-constrained IT teams
to proactively address today's most pressing security challenges: the rapid expansion of enterprise networks, the
proliferation of connected device types, and the increased sophistication of cyberattacks.

Portnox TACACS+-as-a-Service




